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Time Table for the Lecture

Allocated Time Content

5 minutesGeneral introduction

25 minutesThe theoretical aspect 

25 minutesView Educational Videos

20 minutesShort break

25 minutesImplementation of  Training 
games

15 minutesDialogue and discussion with 
students

5 minutesGraduation project

2 hoursWorkshop duration                      



Chapter One
 The Concept of

 Forgery and Online
Fraud and Its Types



First:
The Concept of Online Fraud



Online fraud 

A type of deception and tricks carried out over the 

internet, often occurring in chat rooms, via e-mail, 

on forums or websites (the web). The goal of 

these crimes is to defraud customers and users by 

stealing money, important personal information, 

and other purposes.



Information fraud:

A concept related to the concept of online fraud, 

and it  means deception or fraudulent manipulation 

of information processing systems, with the 

intention of wrongfully gaining access to services, 

money, or specific assets.



Online fraud or scam: 

Seizing others’ money through deceitful means, 

often involving the use of computers.



Second: Reasons for falling victim to online fraud

5

Fake online stores 
leading to financial 

losses. 

Theft of sensitive information 
about individuals from companies 
and organizations without the 
company’s management knowledge.

6
Digital fraudulent 

currencies platforms.

2

Misuse of internet 
websites and access 
to unsafe websites.

1

Lack of awareness 
about using social 
media and internet 

platforms.

3

Sharing personal 
information on 

social media and 
online platforms.

4

Weakness of 
electronic systems 
of enterprises and 

companies.

7



 Third
Types and Forms of Online Fraud



E-mail

Among the more deceitful and cunning methods 

of online fraud is the act of sending a fabricated 

email that appears to originate from a friend or an 

official entity, whereas it’s just a phishing attempt. 



Smartphone

Installing pirated (hacked) or unidentified 

applications, as well as clicking on links from 

unknown source, leads to the compromise of 

personal data such as images and files.



Computer

Hackers and scammers resort to infiltrating the 

computer using Malware  and links, causing 

shutdowns, and then extorting victims to pay 

money to regain access.



E- Commerce

Users can visit a fake website intending to 

purchase goods, only to become victims of fraud 

and online scams, paying money without receiving 

anything in return.



Exploiting Disasters:

During crises such as natural or health disasters 

like the “COVID-19 pandemic,” cybercriminals 

organizing deceptive campaigns soliciting 

donations to aid victims. This deceit tricks 

individuals into disclosing private banking 

information, a clear instance of online fraud.



Chapter Two
 How to Carry Out

Online Frauds



First
vulnerabilities that help

with online frauds 



Definition of Security Bug

A ‘Security Bug’ is a term referring to vulnerabilities 

in computer operating systems and software. 

These weak points allow attackers to infiltrate 

the operating system, enabling them to modify it, 

leading to potential outcomes such as complete 

destruction, spying on the computer owner’s 

private information, or what is known the victim’s 

device.



Zero-Day vulnerability 

One of the disadvantages of the electronic 

system. This describes a defect in software that 

can be taken advantage of by unauthorized 

individuals (hackers). Developers may be unaware 

of this vulnerability, haven’t created a remedy, or 

have chosen to overlook it. This type of security 

flaw leads to a critical breach in cybersecurity.



How Zero-Day vulnerabilities  attack works

Identifying security 
vulnerabilities.

Planning the attack.

1

4

Creating an exploitation 
code.

Infiltration.

2

5

Search for systems 
affected by security 
vulnerabilities

Launch of Zero-Day 
vulnerabilities.

3

6



Non-targeted attacks of Zero-
Day vulnerability 

Non-targeted zero-day attacks are commonly 

launched against a large number of home users 

(ordinary individuals) who use a vulnerable 

system, such as an operating system or browser. 

The attacker’s primary aim is often to breach 

these systems and utilize them to build extensive 

botnets for executing larger cybercrimes later.



Second
 Personal Data Security and

Online Fraud



Information security 

Refers to a set of security measures and tools that 

widely protect sensitive information from misuse, 

unauthorized access, or disruption or destruction.



Data Theft 

It is the act of stealing digital information stored on 

computers or mobile devices to obtain confidential 

information or violate privacy, such as bank account 

details, internet passwords, passport number, 

medical records, online subscriptions, etc. 

In the realm of the internet, the term used for 

“theft” is often “data breach” or “data leakage.”



Third: Digital Footprint and 
Online Fraud

The term “Digital footprint” or “Digital shadow” or 

Electronic footprint”, refers  to the trail of data and 

information left behind when using the internet. 

This encompasses the websites visited, the emails 

sent and received, and the information provided 

online.

For instance, actions like social media posting, 

subscribing to newsletters, leaving reviews online, 

or shopping online all contribute to the “Digital 

footprint”.



 There are two
 types of digital
 footprint; active

and inactive



Inactive digital footprints Active digital footprints

Intentionally sharing user information 

by posting or sharing on social platforms 

sites or online forums. 

Generated when information is collected 

about the user without their awareness.



The Negative Effects of the Digital Footprint

It creates relatively permanent 
data that becomes available for 
public or partial access.

Words and images published 
by an individual online can 
be misinterpreted or altered, 
causing unintended offense.

1

4

The digital footprint shapes 
individuals’ online reputations, 
similar to what occurs in real 
life.

Content intended for a 
specific group can spread 
beyond it, potentially 
damaging relationships 
between individuals.

2

5
Cybercriminals can exploit your 
digital footprint for purposes 
such as identity theft, accessing 
accounts, or creating fake 
identities using your personal 
data to deceive others.

3



Examples of Digital Footprint

Among the ways users contribute to their digital footprint are:

•	 Online shopping.

•        Register to create an account on a specific website.

•	 Downloading and using applications.

•	 Signing up for newsletters from brands. 

•	 Online banking services.

•	 Subscribing to printed and blogs.

	 Using social media on your devices.

•	 Logging into other websites using social media credentials.

•	 Communicating with friends and contacts online.

•	 Sharing information, data, and images with acquaintances.	

•	 Subscribing to online news sources.



Digital Footprint Protection

Using search engines to verify the digital footprint.

Reduce the number of information sources, for example, Websites may contain more 
information than one wants to display, such as phone numbers, address, and age, so users 
should remove personal information from them.

Restricting the amount of data shared online.

Check the privacy settings.

Avoid over-sharing on social media.

Avoid unsafe websites.

Non-disclosure of private data on public Wi-Fi network.

Deleting our old online accounts 



Creating strong passwords and using a Password Manager.

Avoiding logging into websites and applications using Facebook credentials.

Regularly update programs.

Reviewing mobile phone usage by setting a device passcode.

Thinking twice before posting.

Act quickly after a data breach.



Chapter Three
 How to React When
 Exposed to Online

Fraud



 First: Guidelines for protecting against
online fraud

5

Employing anti-
virus software.

6
Use strong passwords 

and change them 
regularly. 

7
Refraining from 

shopping on 
unfamiliar websites.

2

Regularly 
updating the 

phone. 

1

Downloading 
applications from 
well-known app 

stores.

3

Avoiding 
unknown 

source links.

4

Be cautious about 
transactions 

involving third 
parties.



Second: Data protection against online fraud

Be vigilant for fraudulent activities when you are dealing with intrusive communications.

If you’ve only met someone online, take the time to do additional research about them.

Do not open suspicious texts, pop-up windows, or emails.

Secure your personal details, such as putting a lock on your mailbox.

Keep your phone and computer secure by using a strong password, constantly updating 
operating systems, and maintaining a backup copy of content.

Secure your Wi-Fi network with a password.

Review your privacy and security settings on social media platforms. 

Be cautious about any requests for your details or money.

Beware of any requests regarding your details or money.



Be careful when shopping online, especially with overly enticing offers.

Change your online passwords if you suspect your computer or phone has been hacked.

Bookmark essential websites you frequently visit.

Remember that legitimate error messages from Microsoft or other major tech companies 
will never include phone numbers for you to call.

Remember: Microsoft and other legitimate tech companies will never call you to inform 
you of a problem with your device.

If your screen suddenly fills with scary pop-ups windows, immediately shut down your 
computer.



Third: How to React When Exposed to Online Fraud

First: Do not engage with the scammer.

Second: Close all active accounts upon receiving a warning message or if you suspect any 
of your accounts have been compromised, or upon receiving a threatening and extortionate 
message from an unknown source. Also, turn off the devices.

Third: Retain the message sent, as it serves as evidence incriminating the intruder.

Fourth: Report to a trusted individual, such as parents or a school authority.

Fifth: Do not comply with the intruder; they are skilled at intimidating others. Do not succumb 
to their demands, such as sending money, as happens in ransomware attacks.

Sixth: Do not believe what the intruder says and do not let them manipulate your emotions.

Seventh: Provide any information or specific details about the intruder or any messages received 
to trusted individuals who can then pass it on to the department of cybercrime control at the 
ministry of Interior.



 Examples of the
 most famous
online frauds



First Example
Toyota Boshoku Company

In 2019, “Toyota Boshoku,” a company involved in supplying Toyota cars and 
providing some equipment, fell victim to an online fraud operation amounting to 
approximately 37 million USD. Online fraudsters convinced the company’s financial 
director to change the recipient’s bank account information, enabling them to 
obtain these funds.



Second Example

Digital Currencies

In 2017, many people lost thousands of dollars after 

losing digital currencies, specifically “Ethereum.” 

Hackers breached the currency wallets and 

transferred them to their own servers. Also in 

the same year (2017), the “WannaCry” virus, a 

ransomware attack, disrupted computers. To regain 

access, the hackers demanded a sum of money in 

(Bitcoin) to avoid detection and escape punishment.



Third Example
 Yahoo Inc

During the period between 2013 and 2016, Yahoo suffered a data breach affecting 
about 3 billion users. The intruders gained access to information and passwords 
that could be used to access other online services and accounts.



Fourth Example

Money Theft in Russia

In Russia between 2013 and 2014, one of the most 

prominent online fraud methods, where a fraudster 

contacts his victim, impersonates an employee of the 

victim’s bank, and asks him for information related to 

the debit card, under the pretext of stopping suspicious 

financial transactions. After obtaining the card 

information, the fraudster used it to steal and transfer 

funds to their accounts.



Fifth Example

$600 Million Theft in a Massive 
Cryptocurrency Fraud Operation

Cyber pirates stole approximately 600 million dollars, 

marking one of the biggest fraud operations in the 

history of digital currencies. They exploited a security 

flaw in the currency system to pilfer funds belonging 

to tens of thousands of cryptocurrency community 

members.



 Exercises and
training








































































































