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Time Table for the Lecture

Allocated Time Content  

5 minutesGeneral introduction

25 minutes The theoretical aspect

25 minutesEducational Videos

20 minutesShort break

25 minutesTraining games

15 minutes Dialogue and discussion with
students

2 minutes Graduation project

2 hoursTotal training time



Chapter One
 The concept of web
bots and their types



The concept of web bots



Bots
It is a program that performs automated, repetitive, and 

predetermined tasks. Bots typically mimic or replace 

human user behavior, but they operate much faster 

than humans. Bots can perform useful functions, such 

as customer service or indexing search engines. However, 

they can also come in the form of malicious programs 

that are used to take full control of a computer.

Web bots are also referred to by other names such as: 

spiders, crawlers, or web bots.



Definition of malicious bots
They are internet-connected devices, each of which runs 

one or more bots, often without the knowledge of the 

device owners, since each device has its own IP address, 

botnet traffic comes from multiple IP addresses, making 

it difficult to identify the source of malicious bot traffic 

and block it. 

Botnets can also evolve themselves by using devices to 

send spam emails, which can infect more devices.



The mission of malicious bots 
Malicious bot programs and web bots can be programmed 

to hack into user accounts, scan the internet for contact 

information, send spam, or perform other malicious 

activities. Attackers distribute malicious bots across a 

botnet to carry out these attacks and conceal the source 

of the attack traffic.



Types of web bots



Bots
They are software applications designed to automate 

specific tasks and interact with users, often simulating 

human conversation in the case of chatbots. They are 

programmed to follow predefined rules or utilize artificial 

intelligence (AI) algorithms to process natural language 

and provide responses.



Scalability

Bots can 
handle 

multiple 
interactions 
at the same 
time, making 

them ideal for 
dealing with 

large volumes 
of inquiries or 

operations.

Availability

Bots can 
work 24/7, 
providing 

immediate 
assistance to 
users without 

the need 
for human 

intervention.

Efficiency

bots can 
handle 

repetitive and 
routine tasks 
much faster 

than humans, 
increasing 

overall 
efficiency and 
productivity.

Low cost

By performing 
tasks, bots can 

help reduce 
labor costs 

and improve 
resource 

allocation.

Personalization

Advanced bots 
with artificial 
intelligence 
capabilities 
can learn 
from user 

interactions, 
providing 

personalized 
experiences 
over time.

The importance of bots



Bots are generally divided into two main types

It is a bot designed to participate in conversations with users, 
typically through text or voice interfaces.

This type of bots concentrates on automating repetitive tasks, 
data processing, and other routine activities that could consume 
a significant amount of time for humans.

Task automation bots: 

Chatbots :01
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What are good bots?
Good bots are designed to perform legitimate activities, in contrast to 

malicious bots and they come in various types, including:

060504030201

E-commerce 
bots

Provide
product

recommen-
dations and 

assists in 
purchasing 
products.

Chatbots
Its primary 
objective is 
to provide 
customer 

assistance 
around the 
clock, seven 
days a week. 

Social media 
bots

It is designed 
to automate 

tasks on 
social media 
platforms.

Backlink
checker bots
Backlinks are 

considered 
crucial for 
improving 

Search Engine 
Optimization 

(SEO), aiding in 
the discovery 
of backlinks 
to a specific 

web page and 
analyzing its 
progress and 

quality.

Search

engine bots
Also known as 
web crawling 

programs. 

Game bots
Designed 

specifically 
to perform 
activities 
related to 

gaming, such 
as simulating 
real players in 

games.



Malicious bots

These are bots designed to engage in various malicious 

activities. They exploit vulnerabilities to gain unauthorized 

access to user accounts. Malicious bots can also target 

specific enterprises to tarnish their reputation on social 

media by spreading fake news or sending spam emails 

to everyone they know.



Malicious bots types

These bots are designed to launch Distributed Denial of Service 
(DDoS) attacks on websites, networks, or servers. 

Spam bots can send unwanted messages to targets, such as 
launching phishing attacks or posting negative comments on 
social media to tarnish the image of a specific brand or company, 
as well as promoting illegal products or services.

Spam Bots

DDoS bots01
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Malicious bots types

Also known as ‘credential stuffing bots,’ they can access user 
accounts by using stolen usernames and passwords.

These bots have the capability to distribute malicious software, 
such as ransomware, viruses, trojans, worms, and others, by 
exploiting vulnerabilities in the targeted systems and spreading 
the malicious programs. 

Malware distribution bots

Account takeover (ATO)
bots03
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Malicious bots types

This bot is designed to purchase fast-moving products or services 
in large quantities. 

It deceives advertisers through artificial user clicks, manipulating 
search engine rankings. 

Clickbots

Exploitative bots05
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Violations of 
data privacy

Bots may 
exploit 

weaknesses in 
systems to gain 

unauthorized 
access to 

sensitive user 
data, leading 

to privacy 
violations and 
identity theft.

Manipulation 
of content

As it leads to 
the spread of 

misinformation 
or the creation 

of a distort-
ed perception 
in the public 

opinion.

Fraud and 
theft

Malicious bots 
can be utilised 

to execute 
fraudulent 

activities such 
as account 

takeover, theft 
of personal 

identification 
information 

or the spread 
of misleading 
information.

Diminution 
of trust

Malicious bot 
attacks lead 

to a decrease 
in user trust 

in online 
platforms and 

companies.

DDoS Attacks

Botnets, which 
are networks of 

compromised 
computer 
devices 

controlled by a 
single entity, 
are used to 

launch attacks 
against servers 

and disrupt 
services.

Risks of malicious bots



Beneficial and malicious web bots



Beneficial bots

These bots play a fundamental role in the web ecosystem, 

serving as automated programs designed to perform 

specific tasks that benefit users and website owners. They 

serve legitimate purposes such as web content indexing, 

enhancing search engine visibility, data collection for 

directories, improving user experience.



Beneficial bots types

These bots crawl websites, gather information, and index it in 
the search engine’s database. 

These are bots designed to gather information from various sources 
and create comprehensive directories or content lists. These bots 
collect and update data to provide users with up-to-date information 
about websites, companies, products, or services.

Data collectors

Spiders (web crawling programs)01

02



What is a bot attack?

It is a type of cyber attack that utilizes automated scripts 

to disrupt a website, steal data, perform fraudulent 

purchase transactions, or execute other harmful actions. 

These attacks can be deployed against various targets, 

such as websites, servers, and applications, and their 

purposes vary, but they often involve the theft of 

sensitive information or causing damage to the target’s 

infrastructure.



Malicious bots types

It is a cyber attack in which compromised credentials obtained 
from a data breach are utilized.

It occurs when bots download content from a website to use it 
in future attacks. A data scraping bot sends a series of requests 
to a website, copies the information, and saves it, all within a 
matter of seconds.
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02 web/content scraping

Credential stuffing



Types of web/content scraping

This occurs when a company downloads all pricing 

information from a competitor’s website, enabling it to 

adjust its own prices accordingly.

Price scrapingCommunication scraping



Malicious bots types

A Distributed denial of service (DDoS) attack is a malicious 
attempt to disrupt the normal traffic of a targeted server, service, 
or network. 

The brute-force attack is a trial-and-error method used to decrypt 
sensitive data, and the most common applications of brute-force 
attacks are password cracking and breaking encryption keys.

Brute-force attack

DDoS attack01
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Preventive measures against brute 
force attacks
• Choosing longer and more complex passwords.

• Enabling two-factor authentication and using unique 

passwords for each service.

• Avoid entering passwords or personal information such 

as credit card numbers or banking details into any web 

service that does not secure their data with strong 

encryption keys.



Malicious bots types

Click fraud occurs when a person or a bot pretends to be a legitimate 
visitor to a web page and clicks on an advertisement, button, or any 
other type of branching link (internal links). The purpose of click 
fraud is to deceive the core system or service into believing that 
genuine users are interacting with a web page, advertisement, or 
application.

Click Fraud03



Motivations for Click Fraud
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Internet criminals 
can employ click 
fraud to elevate 

a malicious 
web page’s 
visibility in 

search rankings, 
making it appear 

legitimate.

Ideological 
motives, Artificial 
likes or positive 

votes on a post are 
intended to make 
some sentiments 

appear more 
popular than they 

actually are.

For enterprises, 
the aim is to 

undermine the 
advertising 

budgets of their 
competitors

Fraudsters 
seek to achieve 
financial gains.



Common Types of Click Fraud

• Advertising fraud.

• Internet fraud.

• A financial attack on the company that pays for advertisements.

• Manipulating search engine rankings through increased click-through rates 
with the aim of appearing artificially elevated.



What is a click bot?

It is a bot programmed to carry out click fraud. The simplest 

click bots merely access a web page and click on the 

specified link, Well-programmed click bots are designed to 

mimic actions that a real user might take, such as mouse 

movements, random pauses before taking an action.



Does click fraud only occur from 
bots?
It can also be executed by human workers with low wages.The 

term ‘click farm’ is used to describe a group of these workers, 

and click farms are often operated in regions where wages 

are relatively low, as is the case in developing countries.

Workers in a click farm navigate to specific web pages and 

click on designated links to artificially inflate click rates or 

overall traffic statistics for those pages. They can also be 

active on social networks, ‘liking’ posts or specific pages to 

boost their visibility.



Chapter Two:
The operation 

mechanism of web 
bots and their 

benefits



How do web bots operate?

The structure of a bot typically includes the following:

API Integrations

Application 
programming 

interfaces enable the 
bot to utilize external 

functions without 
the developer having 

to write them.

Database

It is the dataset 
from which the 

bot derives 
information about 
the actions to be 

taken. 

Application logic 

It is the executable 
and automatically 

readable code 
written by the 

bot developer and 
executed by the 

computer.

030201



Application programming interface 
(API)

It is a means to integrate complex software functions 

created by someone else. For example, a chatbot can use 

the weather application to provide detailed information 

about the weather if users request it. In this way, the 

chatbot does not need to track the weather itself; it simply 

calls the ‘Weather’ application programming interface.



What is the robots.txt file?

robots.txt is a file located on a web server that outlines 

rules for bot access to the properties on that server. 

Anyone programming a bot should ensure that their bot 

checks the robots.txt file of the website before accessing 

it. Naturally, malicious bots do not adhere to this system, 

hence the need for bot management.



Bot management

Bot management refers to blocking the traffic of unwanted 

or malicious bots on the Internet while allowing access 

to beneficial bots to web properties. Bot management 

achieves this by detecting bot activity, distinguishing 

between desired and undesired bot behavior, and 

identifying sources of unwanted activity. 



The importance of bot management

In the case of leaving bot traffic undefined, it can cause significant 
issues for web properties.

The very substantial traffic of bots can lead to an increased 
load on web servers, causing service slowdowns or denials for 
legitimate users. 

01
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Bot Manager

It is a software product that manages bots, where bot 

managers can block some bots and allow others to pass, 

instead of simply blocking all non-human traffic; because 

if all bot programs like Google bot are blocked and cannot 

index a page, that page will not appear in Google search 

results; resulting in a decrease in the number of visits 

to the website. 



Objectives of a good bot manager

• Distinguishing between bots and human visitors.

• Evaluating the reputation of the bot.

• Determining the original IP addresses of the bot. 

• Analyzing the behavior of the bot.

• Adding beneficial bot programs to the allowed lists.

• Limiting the excessive use of bots for service.

• Denying malicious bots access to specific content.

• Providing alternative content for the bots.



Enhanced 
efficiency

The Bots 
operate 

around the 
clock without 
interruption, 

ensuring 
continuous 

service 
availability.

Data 
Analysis

Bots capable of 
task automation 

can process 
vast amounts 
of data quickly 
and accurately. 
This facilitates 
the acquisition 

of insights 
and making 
data-driven 
decisions.

Scalability

Bots can 
handle a large 

number of 
simultaneous 
interactions, 

making 
them highly 

scalable 
solutions.

Task 
automation

Bots excel in 
automating 
repetitive 

tasks, saving 
time and 

effort for both 
enterprises and 

individuals. 

Enhanced 
user 

experience  

In e-commerce, 
chatbots 

can provide 
personalized 

assistance, guide 
users through 
processes, and 

suggest products 
or services 

based on their 
preferences.

What are the benefits of web bots?



Securing devices and files from malicious bots
Indications of devices and files being affected by the botnet 

• Decreased processing speeds.

• Frequent application crashes

• Slow internet speed.

• Increase in the number of unauthorized social media posts and unauthorized 
email messages.

• Existence of unfamiliar files and applications that you have not downloaded or 
installed.



What should you do if your device is infected with 
botnet malware?
• Disconnect your device from any WiFi network.

• Identify malware using antivirus software, or you can manually search for any 
suspicious files.

• Remove malware automatically or manually, with the automatic method being 
preferable as it ensures the complete removal of infected files from your device. 

• Reset your device and reinstall your operating system.

• Report the infection of the bots to the relevant authority.



How to prevent bot Attacks
• Avoid clicking on suspicious links.

• Avoid downloading any email attachments from unfamiliar senders. 

• Do not download software or programs from unverified sources. such as free 
programs from the internet.

• Activate the firewall on your device.

• Change the default password settings on your smart devices.

• Keep your internet of things devices on a separate Wi-Fi network.

• Set up a guest network on your WiFi router.

• Regularly update the operating system and other software.

• Install antivirus software.



Examples of bot attacks



EarthLink Spammer 2000 
EarthLink Spammer

It is the first recorded instance of a bot attack, where an 

unwanted botnet was utilized to send email messages to 

unsuspecting users in the hope of obtaining their financial 

credential data.



Mariposa 2008

It is a Spanish botnet aimed at stealing credit card numbers 

and infected nearly 10 million devices at its peak. And 

this makes it one of the largest botnet ever discovered. 

The botnet was dismantled by Spanish law enforcement 

authorities who managed to uncover the criminals behind it.



Necurs Botnet 2012 Necurs

It is a massive botnet that infected nearly nine 

million computers worldwide. It was used to 

distribute spam and dangerous malware, including 

the infamous banking Trojan GameOver Zeus. 

However, the Necurs botnet was successfully 

disabled by Microsoft and its partner agencies in 

2020.



Mirai Botnet 2016

Mirai is one of the most infamous bot attacks, specifically 

targeting smart devices in the internet of things. The 

original creators of Mirai were apprehended, but its source 

code still exists and has been utilized to launch large-

scale DDoS attacks over the years.



Glupteba Botnet 2019

It is a new type of bot that primarily targets Windows 

devices to mine cryptocurrencies and steal user credentials. 

Google disabled Glupteba in 2021, but it has resurfaced 

since then, indicating the resilience provided by the 

blockchain-based architecture.


































































































