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Intellectual Property rights

The National Agency for Cyber Security in the State of Qatar owns the work, and
copyright, publishing, printing rights, and all other intellectual property rights
are protected by the National Agency for Cyber Security in the State of Qatar.
All content in the game, including the logo, characters, illustrations, and
infographics, is exclusively produced and the intellectual property of the National
Cyber Security Agency in the State of Qatar. As a result, the Agency retains all
rights to these materials, and it is prohibited to republish, quote, republishing
the game, copy, or transfer them in whole or in part in any form or by any means
whether electronic or mechanical, including photographic reproduction, recording,
or the use of any information storage and retrieval system, whether existing
or invented in the future, unless the agency has given written permission.

Anyone who breaks this could face legal consequences.

November, 2023
Doha, Qatar

This content is produced by the team of
National Cybersecurity Excellence Management, National Cyber Security Agency.

For inquiries about the initiative or program, you can contact
us through the following websites or phone numbers:
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0 00974 40466379

0 00974 404 66363




\Who are we?/

The National Cyber Security Agency
Is a national institution dedicated to the development
and protection of the cyber space in the State of Qatar,
enhancing the efficiency and effectiveness of the
digital environment to support the progress of the
state and society and contribute to the achievement
I of Qatar’s 2030 vision.
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Introduction |

l Training games serve as a highly effective tool for imparting
’ fundamental knowledge about digital security and the
principles of online safety to children and adolescents.
I Their effectiveness stems from their ability to engage and
captivate students attention, as they rely on elements of
excitement and entertainment.
Within this engaging framework, students seamlessly acquire
information, thereby preventing any feelings of monotony

or boredom.

. Game Idea

The main idea behind "Cyber Block” is to present the

fundamental concepts and knowledge of cybersecurity and

’ related topics in a simplified and fun way that helps players
learn in an innovative and non-traditional manner.




. Game Description

exploring various topics related to cybersecurity in a simplified and
entertaining way. It provides them with basic knowledge and helps
them learn in an innovative and unconventional manner.

_ Game Goals

l An engaging and competitive game that takes children on a journey

1 Enhancing the linguistic and cognitive skills
for students.

Simplifying and delivering information in an
entertaining manner.

Convey important cybersecurity information
4 in an engaging manner that helps instill these
concepts in the young players’ memories.

Writing the terms in both Arabic and English
will directly contribute to improving linguistic
skills and reading abilities.

Providing children with enthusiasm, entertainment,
and a sense of achievement by collecting as many
rewards as possible and defeating other players.




\Game Components: )

24 stations, with two colors:

& A large board divided into

[
( )

Red color
(Cybersecurity-risky stations):
These stations contain negative
cybersecurity terms that represent
specific cyber threats, such as
hacking, viruses, cyber-attacks,

cybercrime, phishing, etc.
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Green color
(Cybersecurity-safe stations):
These stations contain positive
cybersecurity terms such as
safety, readiness, network
security, information security,

etc.
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A set of figurines with numbers for starting
the game. Each figurine has only one number.

the term and clarify its positive or negative
impact to the players.

A set of cards specific to each station to explain )

A set of medium-sized plastic tokens distributed
to players at the beginning of the game (each
player chooses a unique token to move with).

A set of large green cards representing various
rewards, such as:

QN

» You can play the next round.

> Congratulations! You won the Team e Ny
Leader card. (’ Va7 iontimtmal
7 Cof C¢* Congratulations!
I > You won the Cybersecurity card \\ \lo \j, 11
(The card cancels the penalty for . | | teadercard.
the player) ) 4 .-W»,;
> You won the golden card. + : ."'*‘!4':“
[ i . N ok g5
’ > You received the silver card. (The /;’mﬂ’éx
Silver card (allows the team to \ ) Gl

choose a player from the opposing
team to punish at any time).
> You won the Key symbol card.
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» Congratulations, you won the Bronze card (The Bronze
card prevents a player from the opposing team from
playing an entire round at any time).

> You received the Wi-Fi symbol card.

» You or your team can discard the
Eye symbol.

2 You or your team can discard the
Trojan horse symbol.

2 You earned 2 Coins from the
opposing team.

2 Choose a penalty for the opposing
team.

6 A set of large red cards representing
4 various penalties, such as:

O Skip the next turn.
O Leave the team.
O Give up 2 Coins to the opposing team.
O You / Your team lost the Team Leader card. -
O You won the Spy card. W W
O You/ Your team lost the Golden card. ' 7 Team Leader
O You / Your team lost the Silver card. P
O You / Your team lost the Bronze card. W
O You/ Your team lost the Cybersecurity Card.
O You / Your team lost the Wi-Fi symbol.

O You won the Eye symbol.
O You won the Trojan horse symbol.
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A set of large colored side
symbols distributed by the

l referee to the players, including: P
e . Jmmb /——-:—_—.—7-\ (CRTT TA,
You won Y You received !
’ the Trojan You won II tl;,e Wi!;’i ! {?:e Iﬁg!‘
horse symbol the Eye | symbol card | symbol card
I symbol . :
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Trojan Horse Eye symbol Wi-Fi symbol Key symbol
symbol (makes ((WELGHL] (worth 10 coins).  (worth 5 coins).
its owner/the owner/the team
team lose 10 lose 5 coins).
coins).

é\ set of coins for rewards, penalties, and
\calculating the final score for each team.




' Gameplay Mechanism:/|

i

The group of players is divided into two teams,
with one player acting as the referee to distribute
rewards and penalties to the players of both teams.J

|
|
|

Each player receives a small

token to move on the board. J

The player chooses a random number from the
figurines with numbers and moves according

to the number that appears to them. J

000

If the player lands on a safe station, they will receive

the corresponding information card and read the

information to their teammates for discussion. Then

the player chooses from a set of green cards, which
are various rewards, such as:

@M

' O You can play the next turn.
O Congratulations! You have become the team leader.

O You won the Gold card.

O You won 2 Coins from the opposing team.
O You won the Key symbol.




If the player lands on a dangerous red station, they
will receive the corresponding station’s explanatory
card. They will read the information on the card to
their teammates for discussion. Then the player
chooses from another set of red cards, which are
various penalties, such as:

|
|
|

O Skip the next turn. O You won the Eye token.

O Leave the team. O You won the Spy card.

O Give up 2 Coins to O Your team lost the
the opposing team. Golden card.

The turns continue between the players,
and in the end, the points are counted for
each team, as following: /

O Key symbol (worth 5 coins).

O Wi-Fi symbol (worth 10 coins).

O Eye symbol (makes its owner/the team lose 5 coins).

O Trojan Horse symbol (makes its owner/the team lose 10 coins).
l O Team Leader card (doubles the player’s points, so if the leader

has 5 coins, for example, their points count as 10 coins).

O Golden card (worth 15 coins).

' O Spy card (causes the owner/ the team to lose 10 coins).

The winning team is the one with the
highest number of points.
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